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Capabilities Statement 

Knowledge is your best defense. 



SkillBridge’s mission is to enhance enterprise security by providing targeted cyber 

security training that strengthens employee technical skills, processes, strategy, and 

user implementation in each distinct job role.   

We look forward to the possibilities of expanding our customer and partner 

relationships and look forward to working with you. 

Sincerely, 

Steve Leventhal 
Partner 
SkillBridge, LLC 
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SkillBridge welcomes this opportunity to present our 

Capabilities Statement to potential customers and 

partners.    

SkillBridge, LLC is a leading provider of Cyber 

Security training  solutions for government and 

private industry.  With expertise including security 

awareness, perimeter security (system and network 

security) and secure application architecture, design, 

development, and testing, SkillBridge’s training 

solutions cover best practices from both theoretical 

and practical and applied perspectives.  
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Preventing Cyber Loss through Training and 
Awareness 

 

 

 

 

 
 

The company was formed as a limited liability corporation in July of 2001. It currently 

has 8 staff members including the two principals as well a resource pool that consists 

of over 200 best of breed consultants. 

Organized along three primary service lines, Cyber Security Training, Technical 

Training, and Custom Learning Development Services, SkillBridge has implemented 

world class training solutions since its inception. 

Cyber Security Training Solutions - SkillBridge enhances enterprise security 

by providing targeted cyber security training that strengthens employee technical 

skills, processes, strategy, and user implementation in each distinct job role.   

Technical Training - SkillBridge provides technical training solutions on various 

subject matter that is designed to address learning specific to IT, Support, System and 

Network Administration, Programming and Software Engineering audiences.  

Custom Training Development - SkillBridge works with clients to design and 

implement custom solutions to meet specific organizational requirements.  Often 

taking the form of computer based training (CBT), these solutions are built around 

clients’ proprietary subject matter, processes and procedures. 
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SkillBridge LLC is a Massachusetts-based company 

dedicated to providing training and educational 

consulting services that address a broad range of 

learning needs throughout the enterprise. The 

company’s goal is to assist our Fortune 1000 customer 

base achieve their business objectives by bridging the 

gap between current skills and required capabilities.  
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Name: SkillBridge, LLC 
 

www.skillbridgetraining.com  

 

Contact Information: 

Steve Leventhal 

VP, Business Development 

(781) 466-6370  

SLeventhal@skillbridgetraining.com 

 

Office: 

240 Bear Hill Road - Suite 206 
Waltham, MA 02451 
Ph: (781) 466-6615 
Fax: (781) 466-6621 

 

Established: July 2001 

Employees: 8 

Small Business Concerns: SBA Certified Small Business 

DUNS #: 034074042 

CAGE Code:  1YLE2 

Federal EIN:  04-3570084 

NAICS:   611430 Professional and Management Development Training 

 611420 Computer Training   

   611513 Apprenticeship Training 
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With the recent debate over whether or not the United States should continue military 

action around the world, one thing has become certain - at this point in time, the 

American people have little appetite for an offensive minded, physical military 

engagement.  

Overwhelmingly, polls from every side of media show that this military action is 

unwelcome. “Boots on the ground” is the eventuality feared by both left and right wing 

opponents. Our leaders push for “no boots on the ground” as they assure us that any 

military involvement will not put the men and women of our armed forces in the line 

of fire.    

 

 

 

 

 

 

To some this may still seem like an idea that is better left for the pages of a 5 cent 

comic book. In reality, short of a nuclear attack, cyber warfare can do far more damage 

in far less time than the unleashing of traditional military might.  Attacks on a nation’s 

communications systems, energy networks, food supply chain, and other critical 

infrastructure have the potential to do catastrophic damage beyond what many could 

ever comprehend.  

The bottom line, with the world’s increased reliance on technologically interconnected  

networks, society as a whole is more vulnerable than ever.  
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However, one question that has not been asked is 

how the American public feels about a different kind 

of campaign – one that does not involve soldiers on 

the front lines, but programmers using lines of code. 

What was once considered futuristic science fiction, 

Cyber Warfare is now today’s reality. With viruses 

that travel around the world in a nanosecond, like it 

or not, the cyber domain is the next warfront.    
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Whatever your preclusion may be, offensive or defensive minded, in the new world of 

cyber warfare, the real question we need to be asking ourselves is whether  or not the 

United States is a Cyber Hawk or a Digital Dove. 

 It is well documented and understood that the United States is vastly undermanned in 

terms of well trained cyber security talent. Whether one prescribes to an offensive or 

defensive posture in this next field of battle, one particular point is glaringly obvious - 

the United States needs more cyber soldiers. 

Sweeping measure must be implemented, both the private and public sectors, to 

address this growing cyber security personnel deficiency.  The most effective way to 

begin the process is to build threat awareness at every level of every organization.  

When it comes to cyber security, the “Not my job” mentality is no longer sufficient.  For 

the entire Cyber Security chain to be effective, it is imperative that Cyber Security 

become everyone’s responsibility.   

In Cyber Security awareness training, the key to success is to quickly engage the 

participants, not only by demonstrating that the subject matter is pertinent, but that it 

directly applies to them. 

This is accomplished by having the participants understand exactly what is at stake, 

both for them as individuals, as well as for the organization at large.  For the general 

employee, this may mean that their job is on line. For the executive, the threat may be 

to the company’s standing, reputation, and long term viability.  For critical 

infrastructure organizations or government agencies, it may very well mean the safety 

and security of our nation’s citizens.  

Regardless of whether or not you are in the offensive of defensive camp, one other 

thing is clear. For the United States to be well positioned for prosperous, long term 

viability in this new cyber world, we need to start proactively drafting and training 

Cyber Soldiers at every level.    
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SkillBridge utilizes a proven virtual 

business model for its instructors and 

course content. Working closely with our 

significant pool of resource partners, 

SkillBridge can assure that the highest 

quality and most cost effective solutions 

are being utilized for all of our offerings.  

 

We are constantly reviewing our services 
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for quality and cost factors to make sure that we are continually leveraging optimal 

resources. This business model allows SkillBridge to develop and implement highly 

scalable and customizable solutions. 

 

SkillBridge works with only top tier resources to act as our Subject Matter Experts and 

Instructors. Each of our resources posses a unique combination of skills; an in depth 

and hands-on working knowledge of the particular subject matter that they are 

involved with, as well as the ability to transfer that knowledge. By utilizing only 

experienced instructors who are also respected experts in their respective community, 

SkillBridge leverages their expertise in each delivery we provide.  

 

In an effort to best assist our clients in bridging the knowledge/skill gap, SkillBridge 

designs integrated training solutions that are more than just tailored to their company, 

but built with their goals and processes in mind.  

 

SkillBridge recognizes that training is a significant investment for any company. More 

than just the cost associated with the training services, the potentially greater cost is 

the time critical employees must spend attending the training sessions. Therefore, it is 

imperative that companies receive the greatest value for their training investment. 

SkillBridge is committed to assuring that our customers receive the highest quality 

and greatest possible return from the training solutions that we provide.  
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Meet with designated customer representatives to 
assure the proper identification and alignment of 
business goals and objectives associated with the 
introduction and application of new technologies, 
systems, or technical infrastructures into a 
corporation's business. 

Business 
Assessment 

Learning 
Assessment 

Identify and prioritize present skill gaps and 
anticipated learning needs. The learning assessment 
takes into consideration the culture, and environment 
that exists within a company that will be incorporated 
into the identification of potential training solutions. 

Program Design & 
Implementation 

Course outlines are tools that should be used as 
discussion points to assist in the identification of what 
students should be taking away from the class. Based 
on feedback from outlines, SkillBridge will then 
provide recommendations on potential programs to 
address the learning needs. 

Delivery 

SkillBridge coordinates the many logistical details 
associated with preparation for the training event 
including the ordering, tracking and delivery of 
courseware. We can also provide technical phone 
support for our customers' internal IT staff to assist in 
the classroom setup of the course. 

Evaluation & 
Debrief 

We utilize course evaluations as an integral part of our 
customer satisfaction and quality improvement 
process. The course evaluations gauge participant 
response to all aspects of the course including the 
learning consultant, the course materials, the facilities 
and overall satisfaction with the event. 
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End User Awareness 

The growing complexity of information security threats puts proprietary information 

assets at risk on a daily basis.   

 

 

 

 

Security Awareness programs enable organizations to improve their security posture 

by giving employees the knowledge and understanding they need to better protect 

valuable security information assets through proactive, security-conscious behavior.  

Security Awareness programs can be designed to help companies meet regulatory 

requirements, reduce vulnerabilities by creating a more security aware workforce, 

increase security knowledge and understanding, and influence appropriate employee 

behavior at all levels of the workforce. 

These programs can address any number of today's security issues including: 
 

 Information Protection 

 Cyber Terrorism 

 Social Engineering 

 Remote Worker Security  

 Virus Protection 

 Password Security 

 

 

 

While a variety of sophisticated security technologies 

have emerged to address these issues, technology 

alone cannot secure the enterprise. In addition to 

technology, an organization’s workforce must 

understand information security issues and behave in 

a manner that minimizes risks.   

 

 Web Browser Security  

 Email Security  

 Instant Messaging Security 

 Telephone Security  

 Mobile Security  
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Secure Software Engineering 

Including both onsite instructor led as well as custom interactive computer based 

training, this curriculum provides techniques that can be implemented throughout 

the software development lifecycle to prevent and correct flaws in the architecture, 

design, development, testing, deployment, upgrade or maintenance of applications. 

Key Roles Include: 

 Requirements Analyst  

 Software Architect  

 Software Developer  

 Software Tester  

 System and Network Administrators  

 Managers of Development Groups  

Course Offerings Include: 

 
 Threat Models and Attackers 

 Secure System Requirements and 

Architecture 

 Designing and Building Secure Systems 

 Language-specific (Java, C/C++, C#) - 

avoiding top security programming 

errors 

 Introduction to Security Testing 

 Penetration Testing (Ethical Hacking) 

 Cryptography and Security 

 

 Mobile Device (iOS, Android, 

Windows Mobile) Security 

 Web Application Security 

 Developing Cloud Systems 

 Developing Embedded Systems 

 Managing Development of 

Secure Software 

 Identifying Security 

Requirements 
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Secure Systems Operations 

Focusing on perimeter defense, this curriculum provides skills and techniques 

required by system and network personnel to successfully monitor and prevent 

unauthorized access, misuse, modification or denial of a computer networks and its 

resources.  

Key Roles Include: 

 System Administrators  

 Network Administrators  

 Penetration Testers  

 Auditors  

 Managers of Cloud Systems  

 Incident Handlers and Responders  

 Forensics Experts  

 

Course Offerings Include: 

 

 

 

 

 Threat Models and attackers  

 Secure system administration on 

Gnu/Linux  

 Secure system administration on 

Microsoft Windows  

 Secure network administration  

 Introduction to security testing  

 Penetration testing (ethical hacking)  

 Cryptography and security  

 Management Security Strategy   

 Critical Infrastructure Security 

Integration 
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Management Security Strategy 

These programs focus on Industry trends, competition, corporate policies and 

procedures, legal, regulatory and compliance issues, technology, and other world and 

market factors must be considered to fully understand the impact of security on both 

long term plans and day to day execution.   

Security of Everything 

 

 

 

 

 

 

 

The underlying technologies are already in place to support this computing 

revolution. New display surfaces are being developed as we speak, from board sized 

to hand held, to wearable devices, to new materials and fabrics  that can be formed 

into flexible display surfaces or formed into three dimensional shapes and object. 

Whether we like it or not, next generation technology will be seamlessly embedded 

into almost every facet of our lives.  

The bottom line - if technology is everywhere, then everything is a target. 

SkillBridge seeks to enhance critical national security by strengthening awareness 

and required skills in various distinct roles.  
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The next generation of computing is here.  Small, 

inexpensive, networked sensors, microcontrollers and 

processors, controlling all kinds of electro-mechanical 

devices and hardware already exist. 

 

Known by many names, “Smart Systems”, Embedded 

Intelligence”, “Pervasive Computing”, “Physical 

Computing”, “The Internet of Things”, “EverWare”… 

 

This next generation of computing  continues to grow 

more ubiquitous with each passing day.   
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SkillBridge provides technical training solutions on various subject matter that is 

designed to address learning specific to IT, Support, System and Network 

Administration, Programming and Software Engineering audiences. 

 

Subject Matter areas include: 

 Linux/Unix Development 

 Linux/Unix Network and Administration 

 Virtualization (VMWare and Xen) 

 Real Time and Embedded Systems 

 .NET, C++, Java, OOA+D 

 Windows Administration 

 Windows Development 

 XML and Web Services 

 Software Testing and Quality Assurance 

 Software Engineering 

 Project Management 

 Mobile Development 

 Agile Development 

 Java Programming, Client and GUI Development, and Enterprise Java  

 Object Oriented Analysis and Design (OOA+D)  

 Wireless Engineering  

 Business Intelligence and data Warehousing  

 Database Administration and Development  

 SCADA Systems 
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SkillBridge specializes in designing and implementing custom tailored training 

solutions that directly address specific audience requirements. These services extend 

beyond tailoring existing solutions and include custom development around 

proprietary and client specific content. Here are some examples of custom solutions 

we have provided: 

BCBS Consumerism Workshop  

 

 

 

A wide array of technologies are utilized to support the site such as SQL 2000 and 

Versign X509 SSL certificate. The customized tracking database offers the ability to 

record user progress, produce online training reports, and automatically export data 

feeds in a variety of formats. Weekly excel files are automatically generated to allow 

3rd parties to securely download member progress for review. 

 

ULTA Workforce Development Training 

 

 

 

The course focuses on teaching managers how to build a great schedule by utilizing 

store data. This allows managers to assign the most talented personnel at the most 

optimal times. The course is approximately 90 minutes in length, and provides Ulta 

with consolidated tracking from all the stores. 
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SkillBridge, in partnership with Blue Cross Blue Shield, hosts the 

Consumerism Workshop, a Macromedia Flash demonstration that 

provides vital information and tools to BCBS-MA members to allow 

them to better understand how to lead healthier lives.  

SkillBridge, designed and delivered training for Ulta's new 

Workforce Development Software from SAP. The web 

based software handles all of the labor and scheduling 

requirements for each of the retailers 175 locations. 

SkillBridge, LLC 
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Private Onsite Instructor Led Training 
 

SkillBridge works closely with our client partners and designated 
subject-matter experts to customize and deliver successful onsite 
instructor led training programs. Course materials typically will include 
a Participant Guide and comprehensive instructor materials that 
include instructor notes and presentation materials.  

 
 

 

 
 

 

 

 

 

 

Custom Computer Based Training 
 

In building our solutions we work closely with our clients to evaluate 
and select the appropriate delivery media (web-based training, CD-ROM 
or Computer Based Training) as well as delivering a solution that is 
highly interactive while meeting your budgetary needs. All of 
SkillBridge’s CBT programs are developed to be fully SCORM compliant, 
allowing for easy integration into most enterprise Learning 
Management Systems.  

 

 

 

 

 
 

 

 

 
 

Online help and documentation  
 

SkillBridge has a strong track record in the creation of a broad range 
of documentation including Policy & Procedure Manuals, Software 
User Guides, Programming Documentation, Technical White Papers 
and Marketing Materials. Our resources have expertise in both paper-
based and on-line documentation techniques, as well as experience 
with all of the popular documentation and online help tools. 

Live Virtual Classroom 
 

One of the most obvious advantages to online virtual classroom 
training is the elimination of travel expenditures for instructors, and 
if necessary, for students. In addition, the training of today’s 
increasingly geographically diverse project teams is readily 
addressed via this online delivery media.  SkillBridge has developed 
two levels of support for this delivery media. 

SkillBridge, LLC 
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Online Computer Based Training 
 

SkillBridge is pleased to offer 17 self-paced online courses focusing 
on Secure Application Design, Coding and Testing. Course 
subscriptions allow for unlimited access for one user for a twelve 
(12) month period. Subscriptions can be purchased by visiting our 
course catalog, and are available as individual courses, or via bundle 
packages or libraries which include several courses at a reduced 
price.  

 

 
 

 

 
 

 

 

 

 

 

Just in time Awareness Videos 
 

Either as part of an overall Security Awareness campaign, or as stand-
alone messaging, short awareness videos have the potential to deliver 
big impact.  Themes can range from light hearted and fun to scary 
and daunting. Whatever tone best fits your corporate culture, 
SkillBridge can work with you to create “Just in time Awareness” 
videos to help achieve the goal of assuring that security is constantly 
on your employees minds.  See here for some recent samples: 

 
 

 

 

 

 
 

 

 

 

Job Aids 
 

SkillBridge’s integrated learning solutions enable various 
audiences including sales, marketing, operations, finance, IT, 
engineering and support to more effectively perform the 
activities and tasks that are unique to their job functions and 
business environment. 
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Ask any military member or federal employee and they are sure to tell you that 

training and development is as consistent as gravity in the government. Training 

happens at every level for every kind of subject matter from data entry to operational 

security to nuclear defense systems. 

SkillBridge is an ideal partner for practically any 

company doing business in the government 

market. It is typical that most contractors either 

forego training opportunities because they do 

not have the internal capability, or they 

scramble at the closing minutes of a proposal to 

find a teaming partner to fulfill the training 

requirements of the government customer.  

At SkillBridge, we understand the complexities of the federal market and are actively 

seeking partnerships with existing government contractors who would desire a 

reputable strategic alliance capable of fulfilling most every training need that is in 

demand in the government.  

Additionally, SkillBridge offers even greater value given our cyber security acumen. 

The demands in the federal market for cyber solutions are growing every day and it 

will soon be a vital component of virtually every proposal in the technology sector.  

“Federal agencies have spent more on cyber security than the entire 

GDP of North Korea, who some have speculated is to be involved with 

some of this cyber attacks,” said Senator Thomas. L. Carper. “The 

issue of Cyber Warfare is not science fiction anymore. It’s reality.”  
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Company: Qualcomm 

Services: Customized Training  
 

Business Driver and Learning Need:   

Due to ever increasing demands and security requirements, SkillBridge's client had a 

large scale initiative to train its entire engineering audience to more effectively design 

and write secure programs. 

Solution:  

SkillBridge customized and implemented a customized Secure Coding course that was 

designed for various programming audiences, with the key focus being geared 

towards embedded programmers.  

Given the large number of individuals to be trained, as well as the geographic 

distribution of a significant number of the population, SkillBridge implemented a 

blended learning solution. This included live instructor led delivery as well as a 

videotaped component of the live delivery that was provided to the geographically 

dispersed group. This distance learning method also included self paced lab work that 

matched the examples that the instructor covered during in class demonstrations. 

SkillBridge's solution significantly aided hundreds of this client's engineers.   
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Company: US Bank 

Services: Developed Security Awareness Program 

Business Driver and Learning Need:   

With the increasing threats of cyber attacks in the financial service industry, the bank 

was seeking to raise the awareness of cyber security threats across the enterprise. 

Solution:   

SkillBridge designed and implemented a Security Awareness program that was rolled 

out to the bank’s entire 60,000 person organization.  This awareness course focuses 

on corporate policies around protecting private information and included social 

engineering topics such as phishing, hoax emails and other common malicious 

techniques.  The course also included optional modules that were designed 

specifically for information system personnel. 
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Company: Amazon.com, Inc 

Service: Developed Comprehensive Security CBT solution 

Business Driver and Learning Need:   

SkillBridge’s client had a need for a comprehensive security computer based training 

(CBT) curriculum to address a number of learning needs throughout the 

enterprise. The programs needed to emphasize the importance of managing 

information security risk and highlighting the consequences of failing to do 

so.  Further the program also needed to point out the activities involved with 

identifying and dealing with these risks.   The intended audience for this course 

ranged from fulfillment employees, to business professionals, to technical 

personnel.  Working with the client, SkillBridge implemented the following solution. 

Solution:  

The centerpiece of the curriculum was a 30 minute core CBT which was required by 

all employees of the company.  The course was designed to run on the client’s 

Learning Management System (LMS) and  included an examination to assure 

participant completion and comprehension. 

To address the learning needs unique to the IT and engineering personnel, this core 

program was augmented with additional content intended specifically for technical 

personnel.  These included a course on Secure Coding Practices (5 modules 

comprising approximately 6 seat hours), and Secure Testing (9 modules comprising 

approximately 4.5 seat hours). 

These programs were built to be fully SCORM compliant, and successfully tested and 

implemented on the client’s LMS. 
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Organization: National Aeronautics and Space  

Administration (NASA) 

Service: Avoiding the Top Programming Errors  

Computer Based Training (CBT)  

Business Driver and Learning Need:   

NASA had deployed thousands of websites and employed hundreds of web developers 

and programmers.  These developments teams were located in numerous geographic 

locations.  Given the agency’s high visibility, and nature of their work, they were a high 

risk target of cyber attacks from both domestic and international threats.  Recognizing 

this threat, the agency needed to implement a training solution that would address 

their lack of competency in secure web development practices. 

Solution:  

Due to the geographical distribution of the audience, SkillBridge, recognized that an 

online self-paced training solution would be the most effective solution.  The content 

would need to address the issues identified in the SWE/SANS Top 25 and OWASP Top 

10 lists.  It would need to address how to identify them, how to avoid them and how to 

test for them.  In order to reinforce the materials presented in the online program, the 

training would also need to contain examples of the errors and mitigations in addition 

to labs written for C/C++, Java, and C#.   

SkillBridge successfully developed a customized web-based program (CBT).  The 

entire program was SCORM compliant and was also Section 508 ADA compliant 

(accessible to hearing and visually impaired participants).  The final seat time of the 

entire program was approximately 8 hours in length.  It was successfully deployed on 

the agencies LMS. 
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Steve Leventhal 
Partner / VP, Business Development 

 
 
 
 
 
 

Throughout his career, Steve has demonstrated a unique ability to 

understand client requirements and implement tailored solutions that 

directly address specific client needs. 

Prior to starting SkillBridge with John Lytle in 2001, Steve was Vice 

President of Business Development for another technical training firm in 

the Boston area.  He also has experience in the equipment leasing and 

finance industry.   A graduate of Northeastern University,  Steve received a 

Bachelor of Science in Business Administration with a concentration in 

Entrepreneurship, graduating with high honors.   
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Steve Leventhal has over 20 years of 

experience in sales, marketing, business 

management, and strategic business 

development. 
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John Lytle 
Partner / President 

 
 
 
 
 
 

For KTI, John was involved in recruitment and staffing of projects, project 

management, and eventually business development and sales 

management.  After leaving KTI, John became the Chief Operation Officer 

of Progressive Solutions, a Boston area training company.  In this role he 

ran the day to day operations of a 4.6 million dollar firm.  Some of his 

notable achievements included growing the company by more than 100% 

in two year period, implementing their advanced technology training 

offerings, and ultimately positioning the company for a successful 

acquisition.  Along with Steve Leventhal, John started SkillBridge in 

2001.  In his spare time John likes to boat, fly-fish and shoot skeet and 

sporting clays. 
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Having been involved in the adult learning 

and education for over 20 years, John 

started his career with the consulting firm, 

Knowledge Transfer International, that 

specialized in staff and project consulting in 

the areas of training development, 

documentation and performance support.  
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